Product Overview

PAETEC’s Hosted \Web Security

What is Hosted Web Security?

Securing a network is a multi-faceted task whose threat vectors are constantly
changing. One of the easiest and most effective ways to shield your business
from security breaches is to implement a conservative Web acceptable use
policy, limiting the exposure that your users have to Web-based threats.
Web filtering is a key aspect in building an effective defense strategy.

PAETEC’s Hosted Web Security service is a cost-effective and efficient
way to implement a Web filtering policy, while taking advantage of
added layers of threat mitigation to maximize your organization’s Web
browsing security. With this cloud-based service, there is no hardware to
buy and you’ll automatically block spyware, phishing scams, viruses, and
malware before it reaches your network.

Businesses are increasingly at risk due to the difficulty of successfully
implementing roaming user browsing policies. Most Web security solutions
provide few answers to this shortfall; however, PAETEC’s Hosted Web
Security service allows administrators to configure remote user policies
and access rules that can be tracked, filtered, and implemented with the
same ease and effectiveness as a user on the company network.

Customer administrators have the capability to block and allow access
based upon site content, URL category, specific URL or IP address,
and/or site reputation. Each of these access controls can be customized
to individual users, user groups, or organization-wide, and the detailed,
customizable reporting and forensic capability of the customer portal
allows administrators to monitor activity in detail.
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Solution Features & Benefits:

= User, group, and/or company-wide URL filtering

= Advanced filtering support for Web 2.0

= Content, category, and URL-specific block/allow capabilities
= Spyware blocking

» Triple virus and worm scanning

= Mobile user policy support

= Fraud and phishing protection

= Malware protection

= Automatic, continuous updates

= Granular reporting and forensic capability

Key Facts:

= Low-cost, easy-to-manage Web protection

= Simplified 24 X 7 management

» Works at the network perimeter to protect the company, employees,
and network assets from spyware, viruses, and phishing attacks

= Conserves network bandwidth

= Enhances employee productivity by eliminating unauthorized
Internet usage

= Reduces liabilities associated with compliance breaches

= Provides around-the-clock protection and real-time updates

= Infinitely scalable solution with no hardware to purchase
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